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Keystroke-Aligned Body Motion Patterns for
Short-Burst Continuous Smartphone Authentication:
A Proof-of-Concept Study Using Motion Capture
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Abstract—Continuous smartphone user authentication systems
aim to verify a user’s identity by monitoring behavioral pat-
terns during typical device usage. Current approaches based
on keystroke dynamics have demonstrated robust performance
over extended authentication windows ranging from 20 to 120
seconds, with recent advances reducing these requirements to
5-10 seconds. However, many common smartphone interactions,
such as typing a URL in a mobile browser, entering search queries
on the home screen, or composing brief text message responses,
occur in very short bursts lasting only 1-2 seconds. Consequently,
the current state of the art in smartphone keystroke dynamics re-
mains unsuitable for authenticating users during these prevalent
short-burst textual interactions.

Building upon our previous research that demonstrated the
effectiveness of integrating body motion features with swipe-
based behavioral biometrics, this proof of concept study explores
whether similar performance enhancements can be achieved for
keystroke dynamics within short authentication windows. We
investigate a multimodal approach that combines traditional
keystroke dynamics with laboratory-grade 3D motion capture
body movement data and smartphone motion features, utilizing
keystroke events as temporal anchors for feature extraction.

We evaluate our methodology on our publicly available dataset
comprising of 42 users and demonstrate that the integration of
phone motion and body motion features with keystroke dynamics
achieves an equal error rate (EER) of 1.5% over 1-second
authentication windows when utilizing all available features.
This represents a substantial improvement over keystroke-only
approaches, which typically achieve EERs of 9.5% to 11.9%
under similar conditions. Additionally, we identify the specific
body regions and feature types most valuable for short-window
authentication, providing a roadmap for future implementations
using smartphone sensors and wearable devices.

Index Terms—Behavioral biometrics, continuous authentica-
tion, keystroke dynamics, motion capture, multimodal authenti-
cation, smartphone security

I. INTRODUCTION

ONTINUOUS  authentication  systems  represent

a paradigm shift from traditional point-of-entry
authentication methods, aiming to provide ongoing
verification of user identity through the seamless monitoring
of behavioral patterns during natural smartphone interactions.
This approach addresses fundamental limitations of
conventional authentication mechanisms, which create
security vulnerabilities during the extended periods between
initial login and subsequent usage sessions. Behavioral
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biometrics, particularly keystroke dynamics, have been
promising as a foundation for continuous authentication due
to their ability to capture user-specific interaction patterns
without requiring explicit authentication actions from the
user [1], [2].

Despite their potential, keystroke dynamics approaches face
inherent limitations [3], [4] that significantly impact their
practical deployment in smartphone environments. To achieve
acceptably low authentication error rates, these systems typ-
ically require substantial collections of user interaction sam-
ples [5], [6], necessitating extended observation periods that
can span 20 to 120 seconds of continuous typing activity [5],
[6]. This requirement creates a fundamental tension between
security and usability: longer observation periods provide
more robust authentication but allow potential adversaries to
remain undetected through larger numbers of interactions,
while simultaneously creating user experience friction through
delayed authentication decisions.

Recent research efforts have focused on addressing these
limitations by developing techniques that can reduce the
required authentication windows to more practical durations
of 5 to 10 seconds [7]-[9]. While these advances represent
meaningful progress toward practical deployment, they still
fail to address a critical gap in smartphone authentication
scenarios. Smartphone users frequently engage in very brief
typing interactions that complete within 1 to 2 seconds, includ-
ing activities such as entering URLSs, typing search queries, or
composing brief text messages [10].

Recent research efforts have focused on addressing these
limitations by developing techniques that can reduce the
required authentication windows to more practical durations
of 5 to 10 seconds [7]-[9]. While these advances represent
meaningful progress toward practical deployment, they still
fail to address a critical gap in smartphone authentication
scenarios. Smartphone users frequently engage in very brief
typing interactions that complete within 1 to 2 seconds,
including activities such as entering URLs, typing search
queries, or composing brief text messages [10]. This preva-
lence of short-burst interactions motivates our investigation
into whether body motion features, temporally aligned with
keystroke events, can enable reliable authentication within
these very short windows.

A. Research Objectives

This proof-of-concept study evaluates whether body motion
features can enhance keystroke-based authentication within
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very short (1-2 second) windows. Using high-precision mation
capture equipment, we aim to identify which body motion
features and regions provide discriminative value, establishing
a foundation before pursuing implementation with commaodity
Sensors.

Our investigation focuses on extracting motion signals
anchored to typing events through what we term keystroke
alignment: we use each keystroke event as a temporal anchor
around which we define a keystroke event perimeter. We then
extract features within this perimeter from synchronized phone
and body motion sensor data. This event-driven approach,
illustrated in Figure [T} focuses computational resources on
moments when authentication-relevant motion patterns are
most pronounced.

We explore various approaches to temporal alignment be-
tween keystroke events and feature computation, investigating
different window sizes and alignment strategies to optimize
feature extraction. We analyze the discriminative value of
different body regions, examining whether the body motion
features that proved effective for swipe authentication maintain
their utility for typing interactions.

As a proof-of-concept study, our body movement features
are extracted from 3D motion capture data to establish a pre-
cise reference measurement regarding feature discriminability.
We do not expect that, in a real-world setting, 3D motion cap-
ture equipment will be used to collect body posture/movement
features for the purpose of continuous authentication on smart-
phones. Rather, we expect that the most promising features
for keystroke events, identified in this work, will then be col-
lected using smartphone sensors and commercially-available
wearable devices (see Section [IV), ultimately leading to
comparable low authentication latency and low error rates.

B. Summary of Contributions

Our previous research demonstrated that the integration
of body motion features with behavioral biometrics success-
fully addresses the challenge of short authentication win-
dows, achieving reliable user authentication within 1-2 second
timeframes for swipe-based interactions [[11]. However, prior
research focused exclusively on swiping, and is therefore not
applicable to typing interactions.

Swipe and keystroke events have inherently different tem-
poral structures. Swipe gestures are continuous, sequential
motions with defined start and end points, where features can
be extracted over the gesture’s natural duration. In contrast,
keystroke events are discrete, bursty occurrences that create a
“ripple effect” in motion patterns, where each tap propagates
motion as the user continues to type.

This burstiness introduces unique challenges not present
in swipe authentication: (1) there are no natural boundaries
defining when the authentication-relevant motion begins and
ends; (2) consecutive keystrokes are often so close that the
ripple effect from the first keystroke overlaps with the ripple
effect from the next keystroke; and (3) the temporal char-
acteristics of these ripples vary based on typing speed and
style. To capture this complexity, we introduce the concept
of keystroke event perimeters as temporal windows centered

around individual keystroke events. This is a completely
different feature extraction paradigm than our previous swipe-
based work, where feature windows were defined by gesture
boundaries rather than configurable perimeters.

As such, this paper includes the following key contributions:
Proof-of-concept demonstration: We establish, through
controlled motion capture experiments, that body mo-
tion features hold substantial discriminative value for
keystroke authentication in very short (1-2 second) au-
thentication windows, providing a foundation for future
real-world implementations.

Keystroke event perimeters: We introduce the concept
of keystroke event perimeters as configurable temporal
windows that capture the ripple effect of motion around
discrete keystroke events. This differs from swipe-based
approaches where gesture boundaries define feature win-
dows, and addresses the unique challenge of extracting
features from short-burst interactions.

Short-window performance: With EERs as low as 1.5%,
our technique is the first to achieve reliable authentication
during common short-burst textual interactions (URL en-
try, search queries, brief messages) on smartphones. This
represents a 77% improvement over our previous swipe-
based results and substantially outperforms all existing
keystroke and smartphone IMU approaches at comparable
windows.

Body region analysis: We identify the most impactful
body motion features and regions for keystroke authenti-
cation, ultimately demonstrating that center-body features
(arms, shoulders, elbows) provide the strongest discrim-
inative signals.

Public dataset: We republished our refined and stan-
dardized dataset containing smartphone IMU data, 3D
body motion capture data, and smartphone events from 82
users, totaling 61,047 keystrokes. The dataset is publicly
available at |https://www.nyit-lamp.com/dataset/dataset4/.

C. Organization

The remainder of this paper is organized as follows. We re-
view related work in Section [M} In Section (T} we describe our
methodology, including the dataset used, the feature extraction
process, and the classifiers employed. We then address the
feasibility of leveraging body motion features in Section [TV]
Section [V] presents our experimental results, including per-
formance across different postures, authentication windows,
and n-graph configurations. Finally, we discuss varied related
topics in Section [VI| and present our conclusions and outline
future work in Section VTl

Il. RELATED WORK

Over the past decade, continuous authentication has evolved
from early keystroke-only schemes to sophisticated multi-
modal systems leveraging time-series deep learning. Table [l
provides a quantitative comparison of key approaches, re-
vealing the progression from long-window methods to recent
short-window attempts. We structure our review around three
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research streams: keystroke dynamics for mobile authentica-
tion, time-series behavioral biometrics with multimodal fusion,
and human activity recognition methods that inform our fea-
ture extraction approach.

Keystroke Dynamics for Mobile Authentication

The adaptation of keystroke dynamics from desktop to
mobile environments has progressed through distinct phases.
For instance, Shen et al. [8] made a notable advancement this
transition with an active authentication framework achieving
EERs between 1.7% and 9% using 11-second windows, estab-
lishing that smartphone touch and keystroke behaviors contain
sufficient discriminative information but require long obser-
vation periods. Li et al. [[7] addressed data scarcity through
augmentation techniques, reducing windows to 5 seconds at
4.7% EER.

Recognition that most mobile typing occurs in very short
bursts prompted re-evaluation of these approaches. Senarath
et al. [13] revealed that authentication performance degrades
sharply below 5-second windows, even with anomaly detectors
tuned for small samples. Dutta et al. [2] demonstrated through
a 160-participant evaluation that classical Scaled Manhattan
Distance remained competitive below 5 seconds (2.48-3.60%
EER), suggesting that sophisticated architectures may not out-
perform well-tuned traditional methods when data is limited.
This was a contributing factor in our classifier selection,
where we aimed to balance performance with computation
and energy overhead. Roy et al. [12] showed that combin-
ing low-sampling-rate keystroke features with soft biometrics
could achieve <3% EER at 2.5-second windows. However,
when authentication windows drop below 2.5 seconds, these
approaches degrade in performance. This leaves common
smartphone interactions lasting only 1-2 seconds—such as
URL entry, search queries, and brief messages—without au-
thentication coverage comparable to what existing methods
achieve at longer windows.

Time-Series Modeling and Multimodal Fusion

As limitations became apparent, research pursued advanced
time-series modeling and sensor fusion strategies. Nguyen
et al. [17] demonstrated that spatio-temporal dual-attention
transformers could extract discriminative representations from
keystroke and IMU sequences by learning which sensor chan-
nels and time steps contribute most to authentication. Senarath
et al.’s [16] BehaveFormer extended this through stacked atten-
tion modules and cross-modal fusion, exploiting correlations
between typing rhythm and device micro-movements. These
transformer-baed architectures achieved promising results at 3-
second windows, though performance at 1-2 second windows
were only slightly better than keystroke-only or multimodal
baseline approaches (Table [l).

Sensor fusion has consistently outperformed unimodal ap-
proaches. Kumar et al. [6] pioneered fusion of keystroke
rhythms with device motion, achieving 11.45% EER at 20—
40 second windows. Shen et al. [9] advanced multimodal
fusion to 1.8% EER with 5-7 second windows. Sitova et

al.’s [14] HMOG framework achieved 1.5% EER by integrat-
ing touch with inertial sensors, though requiring 25-second
windows. Ray-Dowling et al. [3] confirmed through systematic
benchmarking that multimodal fusion universally outperforms
single-modality systems, matching HMOG’s 1.5% EER at
25 seconds. Ray et al. [15] demonstrated that even in low-
motion contexts, IMU sensors capture identity-discriminative
micro-movements, achieving 2.4% EER during seated form-
filling. The consistent finding is that fusion improves accuracy,
but phone-sensor-only approaches plateau at 5-25 second
windows for high accuracy.

Human Activity Recognition and Body Motion Features

The HAR community has developed methods for modeling
IMU signals. Pathirage et al.’s [20] TEZARNet projects IMU
sequences into learned latent spaces, demonstrating effective
handling of signal variability, which is a challenge shared by
behavioral biometrics when users exhibit day-to-day variation.
Chandirakumar et al. [21] showed that attention mechanisms
can effectively fuse heterogeneous sensor streams, directly
applicable to our fusion of keystroke events with smartphone
and body motion data. De Silva et al. [22] demonstrated that
attention maps can identify which temporal sub-sequences
contribute most to recognition, paralleling our interest in
understanding which moments around keystroke events carry
the most discriminative body motion information.

Gait-based authentication established that body motion con-
tains biometric value. Derawi et al. [18] achieved 20.1%
EER using smartphone accelerometers during walking, though
gait approaches require continuous locomotion. Our previ-
ous work [11] demonstrated that full-body motion features
dramatically improve swipe-based authentication, achieving
6.4% EER in 1-2 second windows compared to 15-20% for
swipe-only approaches. Our key innovation was using device
interactions as temporal anchors for synchronized body motion
extraction. However, swipes and keystrokes differ fundamen-
tally: swipes are continuous gestures while keystrokes are
discrete events. Whether body motion integration translates
to keystroke authentication, and whether the precise temporal
anchors keystrokes provide yield even better performance,
motivates this work.

I1l. METHODOLOGY

To comprehensively evaluate the effectiveness of body
movement features in conjunction with keystroke dynamics
for short-window smartphone authentication, we utilized the
publicly available dataset from our previous research [11].
This dataset provides a unique opportunity to investigate
how body motion features that demonstrated effectiveness for
swipe-based authentication perform when adapted to keystroke
dynamicgl}

Figure [1] illustrates our end-to-end methodology, from data
collection through authentication decisions. The process be-
gins with synchronized capture of keystroke events, smart-
phone IMU data, and 3D motion capture data. Keystroke

1The study was approved by the NYIT’s Institutional Review Board under
protocol BHT-1290, and all subjects provided informed consent. [19]
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QUANTITATIVE COMPARISON OF KEYSTROKE AND MULTIMODAL AUTHENTICATION APPROACHES

TABLE |

Study Year Window EER (%) Modalities Classifier N Dataset Key Innovation
Keystroke-Only Approaches

Shen et al. [8] 2016 11s 1.7-9.0  Keystroke + Touch Logistic Regr. 71 Custom Active authentication

Li et al. [7] 2019 5s 4.7 Keystroke Data augment. 100 HMOG Addressed data scarcity

Dutta et al. |2] 2025 <5s 2.48-3.60 Keystroke (2 Hz) SM 160 Custom Multi-input types

Roy et al. [12] 2025 2.5s <3.0 KS + Soft Bio. Multiple — — Low sampling rate

Senarath et al. [13] 2023 1-3s 6.08 Keystroke RF 31,400 AaltoDB Short window analysis
Multimodal Fusion Approaches

Kumar et al. |6] 2016 20-40s 11.45 Keystroke + IMU Fusion 28 Custom Combined typing + motion

Shen et al. [9] 2018 5-7s 1.8 Multi-sensor SVM 102 Custom Multiple sensors

Sitova et al. [14] 2016 25s 15 Touch + IMU Multiple 100 HMOG HMOG framework

Ray-Dowling et al. [3] 2022 25s 15/0.2 Motion + Touch Fusion 100, 115 HMOG, BB-MAS Systematic benchmark

Ray et al. [15] 2021 — 24169  Accel. + Gyro. Score fusion — — Seated form-filling
Deep Learning Approaches

Senarath (BehaveFormer) [16] 2023 Not specified 1.80-12.04 Keystroke STDAT 60,527  AaltoDB, HMOG, HuMIdb Dual attention transformer

Senarath (BehaveFormer) [16] 2023 Not specified 2.95-3.62 KS + IMU STDAT 527 HMOG, HuMIdb KS + IMU fusion

Nguyen et al. [17] 2024 Not specified 2.95 KS + IMU STDAT 428 HuMldb Joint temp.-spatial attn.
Body Motion Integration

Derawi et al. |18] 2010 26s 20.1 Accel. (gait) — 31 Custom Gait recognition

Cariello et al. |11} 2025 1-2s 6.4 Swipe + Body + IMU Multiple 39 NYIT-SAD [19] Swipe-based full-body

This Work 2025 1-2s 1.5-1.9 KS + Body + IMU RF, SM 42 NYIT-SAD KS-based, ultra short bursts

events serve as temporal anchors that define extraction win-
dows (keystroke event perimeters) for computing statistical
features from both phone and body motion signals. These
multimodal features are then used to train user-specific authen-
tication models, which generate accept/reject decisions based
on incoming test samples.

A. Dataset Characteristics and Participant Demographics

The dataset employed in this study consists of multimodal
biometric data collected from 82 participants using carefully
controlled experimental protocols designed to capture natu-
ralistic smartphone usage patterns across different postural
conditions. Data collection utilized an iPhone XR smartphone
equipped with a custom typing application designed to pre-
cisely record keystroke events and synchronized movement
data from built-in accelerometer and gyroscope sensors.

Concurrent with smartphone data collection, full body mo-
tion data was captured using a Vicon Nexus System mo-
tion capture setup, which represents precise three-dimensional
movement tracking. Participants wore 39 reflective markers
positioned on their bodies based on the established Vicon
Nexus Plug-In-Gait model [23], which provides comprehen-
sive coverage of major body segments and joints.

Of the 82 participants, data from 41 (walking) and 42
(sitting) users were usable; the remainder contained only
swiping data. For each posture, users with two sessions (29
walking, 30 sitting) were used for training and testing, while
single-session users (12 in each condition) provided additional
impostor data, with Session 1 serving as training and Session
2 as testing, this ensures no data leakage between training and
testing sets. Each session contained approximately 12 typing
trials of fixed 60-second duration. The trials were evenly
distributed across two postural conditions: six trials collected
while the participant maintained a seated position, and six
trials collected while the participant walked at a comfortable
pace in a square pattern on the floor.

On average, each user generated 111 keystrokes per trial
when walking, and 126 when sitting. Additionally, on average,
each user generated 1,458 keystrokes while sitting, and 1,253
keystrokes while walking across their available sessions. The
dataset included adults of various ages, varying between 18
and 74 years old. Participants aged 18-32 years contributed
386 trials totaling 61,047 keystrokes (34,448 sitting / 26,599
walking), averaging 156 keystrokes per trial (164 sitting, 144
walking). Older participants aged 48-74 years produced 455
trials with 34,377 keystrokes total (18,674 sitting / 15,703
walking), averaging 75 keystrokes per trial (80 sitting, 71
walking). No participants were between 33 and 47 years old.

B. Keystroke-Aligned Feature Extraction Methodology

The adaptation of our previously developed feature extrac-
tion methodology from swipe-based to keystroke-based au-
thentication required fundamental modifications to address the
different temporal characteristics of these interaction modali-
ties. We developed the concept of keystroke event perimeters,
which represent temporal windows of fixed duration centered
around individual keystroke events.

To determine optimal perimeter durations, we systematically
evaluated perimeter lengths of 100 milliseconds, 400 millisec-
onds, and 800 milliseconds, investigating how perimeter du-
ration affects feature quality and authentication performance.
The selection of appropriate perimeter durations involves
balancing several competing considerations: shorter perime-
ters reduce the likelihood of overlap between consecutive
keystroke events but may not capture sufficient motion data,
while longer perimeters provide more comprehensive motion
data but increase the probability of temporal overlap.

Phone Motion Features. For each keystroke event perimeter,
we extract comprehensive statistical representations of both
smartphone motion sensor data and motion capture body
posture data. From smartphone accelerometer and gyroscope
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Fig. 1. End-to-end process flow of our keystroke-aligned motion authentication system. Keystroke events serve as temporal anchors that define extraction
windows for synchronized phone IMU and motion capture data. Statistical features computed over these windows are used to train user-specific classifiers for
authentication. K1, K2, and K3 represent individual keystroke events, and t1, t2, and t3 represent the points in time that the events occur.

signals, we compute five statistical measures for each sensor
axis: mean values, standard deviations, kurtosis values, mini-
mum values, and maximum values. Additionally, we compute
frequency domain features using Fast Fourier Transform (FFT)
analysis.

Motion Capture Features. Motion capture features undergo
similar statistical analysis, with the same five statistical mea-
sures computed for each of the 47 body posture features dur-
ing each Kkeystroke event perimeter. Following the analytical
framework established in our previous research, we organize
motion capture features into three anatomically meaningful
body regions defined in Table [T, We discuss the biomechanical
rationale for selecting these body motion features in Sec-
tion [II=Cl

Combined Feature Set. Our feature extraction method re-
sulted in 42 phone movement features (6 raw sensor features

7 statistical representation features), and 235 motion capture
features (47 body posture features 5 statistical representation
features) associated with each keystroke event. The total
number of features used in our experiments corresponds to
the number of selected keystrokes multiplied by the number
of features available per keystroke event. When more than
one keystroke is selected, we include the flight time between
consecutive keystrokes as an additional distinct feature. An
individual keystroke event feature vector is represented in
Figure [2 For a single keystroke we have 277 features. For n-
graphs, when n > 2, the size of the feature vector is therefore
n (42+235)+ 1. As a result, for a digraph, which has two
keystrokes, we have 556 features. The additional feature is the
flight time between the two keystrokes.

We further divide our features into the classes outlined in
Table [ITT} which represent the varying combinations of phone
motion data with the entirety of the motion capture feature

Fig. 2. Example keystroke event feature vector composition showing phone
motion features (left) and motion capture body posture features (right)
extracted within a keystroke event perimeter. Note that this example illustrates
a single keystroke event; for n-graphs, features from multiple consecutive
keystroke events are concatenated, along with inter-keystroke timing features.

TABLE Il
BODY-REGION MOTION CAPTURE FEATURE GROUPS USED IN
REGION-LEVEL FUSION EXPERIMENTS.

Region (Count)
Upper Body (12)

Description

Head-to-phone and clavicle-to-phone distance,
head-to-phone angles, neck-to-forehead angles, and
shoulder-to-elbow joint angles.

Upper- and lower-spine angles, sternum-to-phone and
clavicle-to-elbow distances, elbow-to-wrist, and
forearm-to-wrist angles.

Hip-to-phone and hip-to-elbow distances, hip angles,
knee flexion angles, and ankle joint angles.

Center Body (17)

Lower Body (18)

set, as well as the varying body regions of the motion capture
feature set.

C. Biomechanical Rationale of Body Motion Feature Selection
Our feature selection from the motion capture system is
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TABLE Il
FEATURE CLASS CONFIGURATIONS USED IN EXPERIMENTS.

Feature Class Description

Phone Only Phone accelerometer, gyroscope, and keystroke
dynamics features.

MoCap Only Motion capture features across all body regions.

Phone + MoCap
Phone + Region

Combined phone and all motion capture features.

Combined phone features with MoCap features from a
single body region (see Table [Ep

grounded in two principles from motor neuroscience and
biomechanics. First, the nervous system utilizes multiple ref-
erence frames for motor planning: eye-centered, shoulder-
centered, hand-centered, among others [24]-[26]. Measuring
body-segment relationships from multiple anatomical land-
marks (head, clavicle, sternum, hips) therefore captures com-
plementary aspects of motor organization that no single ref-
erence point could provide. Second, each keystroke creates a
force that propagates bidirectionally through the user’s kinetic
chain; how individuals absorb and stabilize these perturba-
tions reflects habituated motor patterns that are difficult to
consciously modify.

These principles explain the discriminative value of our
features. Center body features (clavicle-to-elbow distances,
forearm-wrist angles) capture the primary kinematic linkages
in typing and showed consistently high mutual information
(M1 > 2.0) across both postures. Upper body features (head-
phone distance, shoulder angles) encode device-viewing and
stabilization strategies. Lower body features serve posture-
dependent roles: during sitting, knee and ankle angles es-
tablish stable baselines (Ml > 2.8); during walking, they
encode gait characteristics. Statistical descriptors (mean, min,
max, standard deviation, kurtosis) capture both static posture
and dynamic movement variability. A comprehensive detailed
biomechanical justification along with detailed transformation
from raw 3D marker positions to body posture features (e.g.,
how “Left Knee Spherical Elevation” is computed from marker
coordinates) in the supplemental material.

D. Keystroke Matching and N-Graph Configuration Analysis

The discrete nature of keystroke events enables several
different approaches to temporal matching and sequence anal-
ysis. We systematically evaluated four distinct keystroke event
matching strategies:

Character agnostic matching (Any Keystroke): Treats all
keystroke events generically regardless of the specific key
pressed, maximizing available samples.

Character specific matching (Keystroke): Maintains corre-
spondence between keystroke events and single specific keys
pressed.

Digraph matching: Considers sequences of two keystroke
events, including inter-keystroke timing intervals.

Trigraph matching: Considers sequences of three keystroke
events with timing relationships.

E. Classifier Implementation and Evaluation Methodology

We performed authentication experiments using four classi-
fiers: Scaled Manhattan Distance (SM), Random Forest (RF),
One-Class Support Vector Machine (SVM), and K-Nearest
Neighbor (KNN). Our classifier selection was guided by
two considerations discussed in Section [[T} (1) demonstrated
effectiveness with behavioral signals, particularly in short-
window scenarios where Dutta et al. [2] showed that traditional
methods remain competitive with more complex architectures
when data is limited; and (2) practical deployment constraints,
as these classifiers incur substantially lower memory, com-
putation, and energy overhead compared to deep learning
approaches [27], [28]. This is particularly valuable on mobile
devices, where such resources are at a premium. We follow
a standard verifier-based approach for each classifier, where
every user had a model trained specifically for them [29].
SM is a one-class, distance-based classifier that computes the
distance between a “template” feature vector (derived from
enrollment data) and a “test” feature vector, with each feature
dimension scaled by the standard deviation of the training data.
Specifically, for n-dimensional template and test feature vec-

standard deviations = ( 1;:::; n) comqgted from training
data, the scaled Manhattan distance is d = i”:l Xi VYilE .
This scaling ensures that features with higher variability do
not dominate the distance calculation [30]. Random Forest
is a two-class classifier that is an ensemble machine learn-
ing algorithm using a collection of decision trees to make
predictions based on random feature subsets, and uses the
outcomes of the trees to provide a balanced prediction [31].
One-Class Support Vector Machine is a one-class classifier that
identifies the smallest hyperplane encompassing the training
data, effectively distinguishing between normal and anomalous
data points [32]. K-Nearest Neighbors is a two-class classifier
that uses the distance between the test and training data to
determine the closest neighbors, and then uses the majority
class of those neighbors to classify the test data [33].

RF, SVM, and KNN were implemented using the Scikit-
learn library [34]. For the two-class classifiers, we trained each
user’s model on their genuine data from Session 1 and data
from five randomly selected impostors. These five impostors
were chosen to represent a small subset of the user group that
allows the model to avoid overfitting and were excluded from
testing to prevent leakage. We then tested the model using
the genuine user’s data from Session 2, along with data from
all remaining users (excluding the five randomly selected for
training) collected from their Session 2 and the users with only
one session.

We tuned the models using a standard grid search algo-
rithm and applied specific preprocessing steps tailored to each
method, and selected the best hyperparameter combination of
the tuned model for each user based on the lowest Half Total
Error Rate (HTER). HTER is defined as HTER = (FAR +
FRR)=2, where FAR (False Acceptance Rate) is the proportion
of impostor attempts incorrectly accepted, and FRR (False Re-
jection Rate) is the proportion of genuine attempts incorrectly
rejected. HTER provides a single metric that balances both
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error types and represents general authentication performance
independent of threshold selection. For Random Forest, we
explored different numbers of trees (ranging from 100 to 1000
in steps of 100) and varied the max_features  parameter
between “sqrt”, and 2 through 4. For KNN, we searched over
the number of neighbors (2 through 9). For SVM, we im-
plemented outlier filtering with Isolation Forests [35] at 10%
contamination and reduced the dimensionality of the feature
set with Principal Component Analysis (PCA) [36]. We then
conducted the grid-search over two key SVM hyperparameters:

and . The parameter (nu) provides an upper bound
on the fraction of training errors and a lower bound on the
fraction of support vectors, effectively controlling the trade-
off between model complexity and training error, where lower
values produce tighter decision boundaries. The parameter
defines the influence radius of each training sample when using
the RBF kernel, where smaller values create smoother, more
generalized decision boundaries while larger values allow the
model to capture finer local structure. We searched with  set
to 0.05, 0.1, 0.2, and 0.3, setto 0.001, 0.01, 0.1, and “scale”,
and the number of PCA components set to 2, 3, and 4[]

To generate scores, we used predict_proba for RF
and KNN, and decision_function for SVM. For Scaled
Manhattan Distance, we calculated each score s; from the
corresponding distance as s; = 1  dj=M, where d; is the
distance between two vectors, and M is the maximum distance
between all vectors. This provides a normalized set of scores
to be used when calculating performance.

We deliberately selected lightweight classifiers to minimize
computational overhead. To ensure secure and private pro-
cessing, either locally on the user’s device avoiding trans-
mitting the data or via privacy-preserving protocols [14],
[37], [38] low-resource models are essential for reducing
power consumption and latency, particularly under frequent
authentication intervals (every 1-2 seconds).

IV. PRACTICAL BoDY MOTION FEATURE COLLECTION

While our proof of concept evaluation utilized laboratory-
grade motion capture equipment to establish the theoretical
potential of body motion integration, practical deployment
requires consideration of how the most discriminative fea-
tures can be captured using commodity hardware available
in modern smartphones and wearable devices. As in our
previous research, we directly addressed the challenges of the
practicality of these features by presenting a comprehensive
analysis of how contemporary smartphone and wearable de-
vice capabilities can be leveraged to capture the body motion
features identified as most valuable for keystroke authentica-
tion enhancement. The previous analysis is summarized here
along with additional findings.

Recent advances in smartphone-based pose estimation and
body tracking have demonstrated remarkable progress toward
capturing the types of body motion features that our research
identifies as most valuable for authentication enhancement.

2Before setting the limits for the grid search, we experimented with high
values of , which did not perform well.

Ahuja et al. [39] developed “Pose-on-the-Go”, which repre-
sents a significant advancement in smartphone-only full-body
pose estimation using exclusively built-in sensors including
cameras, inertial measurement units, and touchscreen interac-
tions combined with inverse kinematics algorithms. Liang et
al. [40] demonstrated an alternative approach through their
development of smartphone-mounted fisheye camera systems
for tracking both near-field hand gestures and full-body move-
ments. Their system successfully extracts features includ-
ing head orientation, head-to-camera distance measurements,
and body-hand-phone connectivity relationships with accuracy
levels that approach those achieved by our motion capture
analysis. Kim et al. [41] explored a hybrid approach that
combines wide-angle RGB cameras with narrow-field depth
sensors and accelerometer data, all integrated within standard
smartphone form factors. Their “OddEyeCa” system achieved
body landmark tracking with average errors of 4.3 centimeters,
which approaches the precision requirements for capturing the
discriminative features identified in our research.

More recently, Xu et al. [42] propose MobilePoser, a real-
time system for full-body pose estimation and 3D global trans-
lation that operates exclusively on IMUs embedded in com-
modity mobile devices—namely smartphones, smartwatches,
and wireless earbuds. Unlike conventional motion capture
systems that require intrusive, multi-sensor setups (e.g., Xsens
with 17 dedicated IMUs), MobilePoser is designed to function
with a dynamic and minimal configuration of just one to three
ubiquitous devices. The system supports various real-world
usage patterns, including a smartphone in the user’s pocket, a
smartwatch on either wrist, and a unified IMU stream derived
from a pair of earbuds. These devices, despite their lower-
fidelity sensors and heterogeneous sampling rates (e.g., 60 Hz
for the watch, 25 Hz for the AirPods), are fused through a
multi-stage neural network architecture that first infers joint
positions and orientations, and then estimates global transla-
tion via a hybrid of foot-contact heuristics and direct velocity
regression. To enhance realism and reduce artifacts like jitter
and foot sliding, the system incorporates a physics-based
optimizer. MobilePoser achieves mean per-joint vertex errors
as low as 10.6 cm and operates at 60 fps on an iPhone 15 Pro,
demonstrating both spatial accuracy and computational feasi-
bility on edge devices. Notably, the system generalizes across
sparse and variable sensor placements, achieving improved
accuracy over prior work (e.g., IMUPoser) even when limited
to a single device. This reinforces that full-body kinematic
tracking with translation is practically achievable in-the-wild
using only the mobile devices users already carry, without the
need for external cameras or specialized wearables.

V. RESULTS

In this section, we present the performance of motion
capture features combined with phone motion features when
aligned with keystroke events. We compare different feature-
tuning methods and classifiers, and evaluate the most im-
pactful features on authentication performance and latency.
We explore unlabeled keystroke events, which we define as
a generalized keystroke not associated with any characters,
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and match solely based on the keystroke event itself. We
evaluate the performance of unlabeled keystroke events, single
keystroke matches, digraph matching, and trigraph matching.

We evaluated the performance of each feature class (Ta-
ble [ITN) with respect to authentication latency, defined as the
time required to collect sufficient input data for an authen-
tication decision. For each feature class, we present results
across three latency intervals: very short (1 and 2 seconds),
short (3 and 5 seconds), and long (10 and 15 seconds); we
divide our results by posture (sitting vs. walking). We use EER
when comparing performance across different feature classes
and authentication windows. EER is a standard biometric
performance metric that indicates a system’s error rate at the
point where the FAR and the FRR are equal. As a result, EER
provides a meaningful trade-off between FRR and FAR. We
evaluated the impact of authentication window length on EER,
particularly in relation to user behavior during typing tasks.
The EERs presented in this paper are average EERs across all
users included in each experiment.

A. Aspects of Keystroke Event Feature Tuning

To determine the best configuration of keystroke events to
use for authentication, we analyzed the performance of our
system across different keystroke feature combinations, match-
ing methods, and keystroke event perimeter size and report
results by modality (walking and sitting) and by classifier. We
explore the use of keystroke event matching, single keystroke
character matching, digraph matching, and trigraph matching.
Keystroke event matching is where single keystroke events
are decoupled from their corresponding character, and become
unlabeled, allowing them to be matched generally, regardless
of the specific key pressed. Additionally, we compared the
performance of varying keystroke event perimeter sizes to
determine the strongest configuration for all users in the
shortest authentication window possible.

Keystroke Event Feature Extraction. To determine whether
extracting features during keystroke events results in better
performance than extracting the same features independently
from keystrokes, we implemented two procedures: (1) we
selected “events” uniformly at random throughout each ses-
sion, so that they would not correlate with typing events,
and extracted features; and (2) we selected “events” at fixed
intervals in each trial. With walking, randomized events and
fixed intervals performed worse than keystroke-matched events
at 1-second authentication windows across all classifiers; with
2.42% and 2.82% EER respectively, compared to 1.47%
EER with keystroke-matched events using the Random Forest
classifier. A similar trend was observed with the Scaled
Manhattan Distance classifier (3.39% and 3.92% vs. 2.61%),
KNN (10.34% and 9.60% vs. 9.84%), and SVM (18.00%
and 17.73% vs. 14.98%) which are all represented in Figure [3
These results are representative of our findings across all
modalities and feature combinations, and demonstrate that
matching movement signals with keystroke events directly im-
proves authentication performance. This aligns with findings
from the HAR literature, where De Silva et al. [22] showed

that certain temporal sub-sequences contribute disproportion-
ately to recognition; in our context, the moments surrounding
keystroke events appear to carry the most discriminative
motion information.

Keystroke Matching Configurations. We analyzed the per-
formance of our system across different n-graph configu-
rations, where we matched on any keystroke event, single
characters, digraphs, and trigraphs. At a one-second window,
the results reveal substantial variation across classifiers, though
single-keystroke strategies, with matching on any keystroke
event consistently outperforming all other matching strategies.
In sitting conditions, Scaled Manhattan Distance achieves
6.1% EER with keystroke events and 12.9% with single-
character matches, while digraphs and trigraphs perform far
worse at 35.6% and 43.2%. Random Forest delivers the best
overall performance, with error rates between 1.54% and 2.9%
across all n-graph types. KNN is notably weaker, with 10.4%
for single-character and roughly 19% for digraphs, trigraphs
and any keystroke event. Meanwhile SVM vyields uniformly
higher error, ranging from 23.2% to 25.7%. Walking trials
follow a similar pattern: SM again performs strongly with
2.6% for keystroke events and 8.9% for single-character,
compared to 35.0% and 37.6% for digraphs and trigraphs.
Random Forest remains robust, between 1.5% and 3.3% across
strategies. KNN performs moderately, from 9.8% on keystroke
events to 14% on digraphs and trigraphs, while SVM sits
in the mid-range with error between 15.0% and 18.0%.
Collectively, these findings demonstrate that higher-order n-
graphs systematically degrade performance, particularly under
SM and KNN, whereas Random Forest and SM with single-
keystroke features provide the most reliable outcomes (see
Figure [4).

Additionally, we reviewed the number of samples available
when using keystroke event matching in comparison to digraph
matching, and observed a 49.6% decrease in the number of
samples when walking, and 41.5% decrease in the number of
samples while sitting. The number of samples decreased even
further when using trigraphs, with a decrease of 90.7% when
walking and 88.7% when sitting. The sample loss between
keystroke event matching, and keystroke character matching
is only 12.5% when walking and 10.4% when sitting. This
demonstrates that generic keystroke event matching provides
a notable increase in the number of samples available for
authentication, while maintaining a low EER.

Keystroke Event Perimeter Length. To assess the impact
of keystroke event perimeter length on performance, we used
perimeter lengths of 100 ms, 400 ms, and 800 ms. We then
calculated an average EER across all users for respective
authentication windows of 1, 2, 3, 5, 10, and 15 seconds.
We observed that the performance of varying keystroke event
perimeters clustered tightly across the different modalities,
with 800 ms representing the middle ground of these clusters
across all classifiers we tested. We present these results in
Figure[5l Performance between event perimeter sizes is notable
when comparing phone motion features alone. However, once
we integrated motion capture features, performance improve-
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Fig. 3. EERSs across increasing authentication windows of varied feature extraction indicators. Using an 800 ms event perimeter with smartphone and motion
capture features for the walking and sitting modality using KNN, SM, RF, and SVM Classifiers.

Fig. 4. EERs across increasing authentication windows of varying methods of keystroke matching for the walking and sitting modalities with a 800 ms

keystroke event perimeter, using using KNN, SM, RF, and SVM Classifiers.

ment across perimeters became minimal, and as such evaluate
our experiments with an 800 ms keystroke event perimeter.

B. Fusion of Smartphone and Motion Capture Features

We analyzed the performance of our system across different
feature configurations and authentication window lengths. We
found that integrating motion capture features consistently im-
proves performance across all authentication window lengths.
When sitting, the addition of motion capture features from
all body regions resulted in an EER of 1.57% at 1-second,
compared to 9.56% for phone motion features alone with the
Random Forest classifier. A similar improvement was observed
for walking, where EER was reduced to 1.47% with motion
capture features compared to 11.97% with phone features
alone. This trend was consistent across classifiers: with the
Scaled Manhattan Distance classifier, sitting performance im-
proved from 18.37% to 6.24% and walking from 17.40% to

3.31%; with KNN, sitting improved from 23.63% to 17.87%
and walking from 22.66% to 9.93%. SVM classifiers struggled
to perform well overall, though even there motion capture
features reduced error rates in walking scenarios (23.19% to
16.90%). These results show that the inclusion of motion cap-
ture features provides a pronounced reduction in EER across
classifiers and authentication window lengths, demonstrating
that even at very short authentication windows in both sitting
and walking scenarios, motion capture features significantly
contribute to authentication accuracy.

We also explored the contribution of the body-region-
specific motion capture features to authentication accuracy. To
this end, we divided features into upper-, center- and lower-
body regions (see Section [ITI). We report these results across
authentication window lengths in Table [IV] for walking and
sitting of our best performing classifier across experiments,
Random Forest.
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Fig. 5. EERs of the features extracted from the smartphone only across increasing authentication window sizes, comparing keystroke event perimeter for the

walking and sitting modality using KNN, SM, RF, and SVM Classifiers.

Fig. 6. EERs of smartphone and motion capture features, evaluated separately and together, for the walking and sitting modality using KNN, SM, RF, and

SVM Classifiers.

We observed that, when walking, the center region com-
bined with phone motion features yielded the lowest region-
specific authentication error rates, with an EER of 2.94% at
1-second. In the same setting, the worst-performing region was
the lower region, with an EER of 5.28% EER at 1-second. This
is likely due to the amount of motion-induced noise recorded
by motion sensors while the user is walking. When sitting,
the center region combined with the phone motion features
yields an EER of 3.05% EER at 1-second, while the worst
performing region is the upper region with an EER of 6.49%
EER at 1-second. This is likely due to the static nature of
these features while the user is sitting.

Across both walking and sitting, we saw the best perfor-
mance when all regions are combined, with Random Forest,
and we achieved EERs of 1.47% while walking and 1.57%
while sitting in 1-second. These error rates are substantially
lower than those reported in similar settings in previous work,

including [7], [11], [14]. This is particularly remarkable given
that the previously reported EERs correspond to authentication
windows that are longer than one second. These accuracy
improvements likely stem from two factors: first, the individual
distinctiveness of body motion features [11]; and second,
the enhancement offered by extracting features from event
perimeters rather than from individual samples. By capturing
localized motion patterns instead of isolated “snapshots”, we
better preserve the user’s unique behavioral signatures over
time. Using these features, we obtained very low EERs be-
tween 1.07%-1.92% for 1-5 second windows, with the lowest
EER (0.91%) with 10-second windows. These results confirm
that our features are meaningful in identifying behavioral
characteristics of users while typing.

The integration of motion capture data with phone features
demonstrated a consistent improvement in performance across
all authentication window lengths—the most significant being
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TABLE IV
EER (%) FOR PHONE AND MOTION CAPTURE FEATURES BY BODY
REGION, POSTURE, AND AUTHENTICATION LATENCY USING RANDOM

FOREST.
Posture Region 1s 2s 3s 55 10s 15s
Upper 357 343 288 338 357 342
Walking Center 294 328 343 240 275 112
Lower 528 7.74 781 599 6.10 5.20
All Regions  1.47 192 174 1.08 091 133
Upper 6.49 468 355 365 365 3.72
sitting Center 3.05 3.62 271 227 201 222
Lower 534 498 319 353 311 383
All Regions 157 1.61 143 1.07 130 0.93

the shortest window length of just 1 second, where our features
achieved very low EERs. This is a strong indicator that the
features extracted from the motion capture data are meaningful
and provide a strong performance boost to the overall system.

C. Classifier Performance Evaluation

When we complemented motion capture features with
smartphone motion features aligned to keystroke events, the
best performing classifiers were Random Forest and Scaled
Manhattan Distance. Random Forest performed best in both
walking and sitting modalities, maintaining a low EER of
1.57% when sitting and 1.47% when walking at a 1-second
authentication window. Scaled Manhattan Distance performed
similarly when walking, with an EER of 3.31% at 1-second,
though it performed worse when sitting, with an EER of 6.24%
at 1-second. K-Nearest Neighbor showed improvement relative
to the phone-only baseline but remained less effective overall,
producing EERs of 17.87% when sitting and 9.93% when
walking at 1-second. One-Class Support Vector Machine was
our worst performing classifier and struggled to provide mean-
ingful results, with error rates exceeding 25% when sitting and
16.9% when walking. The full classifier performance can also
be seen in Figure [6}

D. Ablation of Motion Features and Keystroke Alignment

The experiments presented in Sections [V-A] and [V-B] are
representative of our ablation analysis. Section[V-AJisolates the
contribution of keystroke alignment by comparing keystroke-
triggered feature extraction against fixed-interval and random-
ized sampling (Figure[3). Section [V-B]isolates the contribution
of each feature modality by evaluating phone-only, MoCap-
only, and fused configurations (Figure [6). Together, these
results establish that both keystroke alignment and multimodal
fusion are necessary components: alignment ensures features
capture typing-relevant motion patterns, while fusion provides
complementary behavioral signatures that enable reliable au-
thentication within 1 to 2 second windows.

V1. DISCUSSION

The successful adaptation of body motion integration from
swipe-based to keystroke-based smartphone authentication
represents more than a straightforward extension of existing
techniques. Our research reveals fundamental insights into the

nature of multimodal biometric authentication and demon-
strates that the benefits of motion enhancement can be realized
across different interaction modalities.

A. Keystroke vs. Swipe Authentication Performance

One of the most significant findings of our research is the
superior authentication performance achieved by keystroke-
aligned motion features compared to our previous swipe-
based results. The achievement of 1.5% Equal Error Rate for
keystroke authentication compared to 6.4% EER for swipe
authentication under similar conditions suggests fundamental
differences in how body motion features interact with different
types of smartphone interactions.

The superior performance of keystroke authentication likely
stems from several factors related to the temporal and biome-
chanical characteristics of typing versus swiping activities.
Keystroke events provide discrete, precisely timed temporal
anchors that enable more accurate alignment between interac-
tion events and body motion patterns. The repetitive nature
of keystroke events within typing sequences also provides
multiple authentication opportunities within short interactions.

B. Physical Interpretation of Discriminative Features

Our results are consistent with the biomechanical ratio-
nale outlined in Section [ITl} center-body features, particularly
clavicle-to-elbow distances and forearm-wrist angles, appear
to provide strong discriminative signals for authentication
(Table [TV). We hypothesize that these features capture how
users position their arms relative to their torso while typing
in a characteristic “typing posture” shaped by individual body
geometry and habituated motor learning. The forearm-wrist
angles may additionally encode fine motor control patterns
during keystroke execution, which could be difficult to con-
sciously modify and thus may contribute to robustness against
imitation. The consistent performance across sitting and walk-
ing conditions (EER difference of only 0.1%) suggests that our
features may capture relatively stable aspects of each user’s
movement coordination rather than posture-specific artifacts,
though further investigation across additional conditions would
be needed to strengthen this conclusion.

These findings also provide preliminary support for the
ripple effect hypothesis introduced in Section [If the discrete
impact of each keystroke propagates through the user’s kinetic
chain, and we posit that the manner in which different users
absorb and stabilize this disturbance may be influenced by
factors such as muscle tone, joint stiffness, and habituated
postural strategies. This could create user-specific signatures
captured within our keystroke event perimeters, though the
precise biomechanical mechanisms warrant further study.

C. Short-Window Authentication Scenarios

Our demonstration that reliable authentication can be
achieved within 1-second windows using keystroke-aligned
motion features addresses a critical gap in smartphone au-
thentication coverage. Many common smartphone interactions,
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including URL entry, query input, and brief message compo-
sition, occur within timeframes that have been inaccessible to
existing behavioral biometric authentication approaches.

The extension of authentication coverage to these brief
interaction scenarios transforms the fundamental character of
continuous authentication from an occasional security check
based on extended usage sessions to a pervasive security capa-
bility that can provide ongoing identity verification throughout
typical smartphone usage patterns.

D. Practicality via Wearable Device Sensors

We conducted a feature importance analysis that is available
as supplemental material. This analysis demonstrates that
arm positioning and movement patterns (particularly clavicle-
elbow relationships and forearm-wrist angles) provide sub-
stantial biometric discrimination capability across both sitting
and walking conditions. These features fall directly within the
sensing capabilities of wrist-worn devices that many smart-
phone users already carry.

E. Computational Cost and Real-Time Feasibility

Deployment of this continuous authentication strategy re-
quires consideration of computational overhead, energy con-
sumption, and latency constraints on mobile devices. Our
deliberate selection of lightweight classifiers (Random For-
est, Scaled Manhattan Distance, KNN, and One-Class SVM)
addresses these concerns directly.

The statistical features we extract (mean, standard deviation,
min, max, kurtosis) require O(n) computation per feature
window, where n is the number of samples in the keystroke
event perimeter. For our 800ms windows at typical smartphone
IMU sampling rates (100Hz), this represents approximately
80 samples per window. The FFT-based frequency features
require O(nlogn) computation. These operations are well
within the capabilities of modern smartphone processors and
can be computed in under 1ms per keystroke event. [43]

When considering classification latency, for Random Forest
(our best-performing classifier), inference time scales with the
number of trees and tree depth [31]. With our configuration
(100-1000 trees), classification of a single feature vector typ-
ically completes in 1-5ms on modern mobile processors [27].
SM requires only a single pass through the feature vector, com-
pleting in sub-millisecond time. These latencies are negligible
compared to the 1-2 second authentication windows.

In the context of energy consumption, prior work on
smartphone-based behavioral biometrics has demonstrated that
similar feature extraction and classification pipelines consume
approximately 2-5% additional battery over baseline usage
when authentication occurs every 1-2 seconds [14], [28].
The computational simplicity of our statistical features and
lightweight classifiers suggests comparable or lower energy
overhead.

For real-world deployment, we envision an event-driven
architecture where keystroke events trigger feature extraction
from a rolling buffer of IMU data. This approach avoids
continuous processing overhead while ensuring features are
available immediately upon keystroke detection. The entire

pipeline, from keystroke event to authentication decision,
would likely complete in under 10ms, enabling truly real-time
continuous authentication without perceptible delay.

VI1lI. CONCLUSION

This proof-of-concept study demonstrates that body mo-
tion features when temporally aligned with keystroke events,
provide substantial discriminative value for continuous smart-
phone authentication in very short (1-2 second) windows. Us-
ing controlled motion capture experiments, we establish which
body regions and feature types hold the most promise for
authentication—a necessary foundational step before pursuing
real-world implementation with commaodity sensors.

Our key findings include:

Body motion integration reduces EER from 9.5-11.9%
(keystroke-only) to 1.5-1.6% at 1-second windows—the
first approach to achieve reliable authentication during
brief typing interactions.

The novel concept of elastic temporal windowing through
keystroke event perimeters successfully captures the “rip-
ple effect” of body motion around discrete keystroke
events.

Center-body features (clavicle-elbow distances, forearm-
wrist angles) provide the strongest discriminative signals,
features increasingly capturable via smartphone pose es-
timation and wrist-worn wearables.

Performance remains consistent across sitting and walk-
ing postures (0.1% EER difference), demonstrating ro-
bustness to postural variation.

This work bridges the gap between laboratory-established
potential and practical deployment by identifying which fea-
tures warrant further development using commodity hardware.
The convergence of advancing smartphone pose estimation ca-
pabilities, the widespread availability of wearable devices, and
the lightweight computational requirements of our approach
creates favorable conditions for translating these findings
into deployable authentication systems. Our publicly available
dataset and methodology provide a foundation for continued
research in this direction.
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